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What laws protect student and staff data privacy?



Federal Laws that Protect Student Data

FERPA- Family Educational Privacy Act is a federal law (established in 1974) 
designed to protect the privacy of student education records. The law gives students 
and parents the right to inspect and review their education records.

COPPA- The Children’s Online Privacy Protection Act is a law (established in 
2000; updated in 2013) to protect the online privacy of children under 13 years of age.

CIPA- The Children’s Internet Protection act (established in 2000; updated in 
2011) requires K-12 schools and libraries in the United States use internet filters and 
apply additional measures to protect students from harmful online content in order 
to receive federal funding.

PPRA- The Protection of Pupil Rights Amendment (established in 1978, updated 
in 2002) is a federal law that provides specific rights to parents of minor students 
in regard to surveys that collect personal information.



State Law that Protects Student and Staff Data
New York State Education Law 2-d
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Why is data privacy and security so important?



School districts collect A LOT of staff and student
Personally Identifiable Information (PII)

Personally identifiable information is 
information that can be used to identify, 

contact or locate a single person.



Student data is vulnerable to data breaches

United States Government Accountability Office (GAO)- The September 2020 report 
on recent K-12 data breaches show that students are vulnerable to harm. 
GAO counted 99 school data breaches impacting thousands of K-12 students

The K-12 Cybersecurity Resource Center believes the numbers are 4x greater:
• 458 breaches in school districts
• 315 of these breaches involved the unauthorized release of student data

Comparitech reports even larger numbers, estimating 24.5 million student records 
have been compromised in 1,327 data breaches in U.S schools (including colleges and 
universities) since 2005

Article reference: PROOF POINTS: What happens when private student information leaks

https://hechingerreport.org/proof-points-what-happens-when-private-student-information-leaks/


Students are vulnerable to Identity Theft

“Children are 51 times more likely to be targeted for identity theft than adults.”
- Yahoo! Money- K-12 schools need to take cyberattacks more seriously

http://www.cyblog.cylab.cmu.edu/2011/03/child-identity-theft.html
https://money.yahoo.com/k-12-schools-cyberattacks-more-131516322.html?guccounter=1&guce_referrer=aHR0cHM6Ly90LmNvLw&guce_referrer_sig=AQAAAKznYiAymRhgnI2Tov-ZoV6_xTgz_EUmcpTRUcX2mGwsD4_7H8qS689iuCUdMRpQVLaNoitCit8PTlfD67hrW20K1z3eRDcMMDqtWx-JqOt0O-0JaqWJQ7F197DufkODmaJMXCRBkW-ubK--es7gsIiJDWW6Qi6PKORp_YOvy61Z


K-12 Ransomware attacks are on the rise



Cyber Actors Are Targeting Schools during Remote Learning

Malicious cyber actors are targeting kindergarten through twelfth grade (K-12) 
educational institutions, leading to ransomware attacks, the theft of data, and the 
disruption of distance learning services. Cyber actors likely view schools as 
targets of opportunity, and these types of attacks are expected to continue 
through the 2020/2021 academic year.

https://us-cert.cisa.gov/ncas/alerts/aa20-345a

CISA Alert released December 10, 2020

Co-authored by the FBI, Cybersecurity and 
Infrastructure Security Agency (CISA) and 
the Multi-State Information Sharing and 
Analysis Center (MS-ISAC)



Baltimore County Public Schools Remote Learning Was 
Disrupted by a Ransomware Attack



How do we protect student data privacy during 
remote learning?



Best Privacy Practices for Remote Learning
Data Security Best Practices

• Password protect remote Wi-Fi networks
• Use only approved software tools to perform work functions
• Connect to in-district resources only through authorized 

VPNs
• Ensure software applications and operating systems are 

updated
• Passwords:

• Establish strong unique passwords
• Do not repeat passwords
• Do not store passwords in an accessible location

• Follow established district policies and procedures



Best Privacy Practices for Remote Learning
Data Privacy Best Practices

• Sensitive data should only be sent via secure email
• Shred any documents containing sensitive information
• Take steps to keep sensitive information private from others
• Consider privacy concerns related to webcam use
• Adhere to federal and state data privacy laws
• Follow established district policies and procedures



Best Privacy Practices for Remote Learning
Video Conferencing Best Practices

• Do not share meeting links on social media
• Only turn on your camera when you need to, or cover it 

when you don’t need it
• Update to the latest version of the video conferencing 

application in use
• Don’t record meetings, and if you do, notify participants 

the meeting is being recorded



Best Privacy Practices for Remote Learning
Recording Classes

Based on Department of Education guidance, class lessons can be 
recorded if...

...no personally identifiable information (PII) from a specific student 
education record is disclosed during the lesson, unless written 
consent was provided.

...recordings do not directly relate to a student or are maintained by 
an educational agency (or third-party on behalf of the agency).

...recordings are shared privately only with class members and not 
shared publicly.



Best Security and Privacy Practices
Protect your PII

• Do not provide your cell phone number for online and store 
accounts unless you need to be contacted

• Do not use public Wi-Fi when accessing sites that contain 
sensitive data, both personal and professional

• Try not to save credit cards to websites if it can be avoided-
check out as a “guest” when you can

• Do not email PII without encryption



Best Security and Privacy Practices
Social Media Data Sharing



Best Security and Privacy Practices
Free Software?

FREE
SOFTWARE





What is phishing?

Phishing emails are 
one of the most 
common and 
effective methods for 
collecting and 
gaining access to 
secure information.



School employees are targeted more
A report from the Government Accountability Office (GAO) shows school 
employees are targeted more often, and phishing emails have been used to 
gain access to financial accounts.



Don’t get phished

• Exercise caution before clicking 
on a link in an e-mail or opening 
an attachment. Report any 
suspicious emails to your IT 
department.

• Beware of “smishing” texts that 
may appear as notifications, and 
may contain malicious links

• Also avoid “vishing” voice calls, 
like that super-annoying car 
warranty call that we all get 
almost every day.



Zoom Phishing Campaign



Identifying a Phishing Email

Credit: Varonis



What should you do if you get phished?

• First, don’t panic! And don’t click on 
any links or attachments. Reading 
the email does not deploy malware

• Report the receipt of an attempted 
phishing email to your Data 
Protection Officer (DPO) or 
designated contact based on 
internal district procedures

• If the phishing email leads to the 
installation of malware contact your 
IT department, DPO and/or 
designated contact immediately!



Ask me anything




